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Executive Summary

Public cloud provides legaltech vendors agility, affordability, and scale. 

But in the new AI era, those benefits come at a cost most law firms can 

no longer afford: control, security, and ownership. As AI becomes 

embedded in critical legal workflows, the case against public cloud 

deployments in law is no longer academic. It’s existential.


Firms that continue to rely on public cloud platforms for AI tools and 

core legal applications are putting their reputations, client confidentiality, 

and competitive edge at risk. The next wave of transformation in legal 

tech is shifting from licensing AI to building on it and owning it.


This whitepaper lays out why firms must urgently reassess their 

infrastructure strategies and outlines the business, technical, and 

strategic case for moving to a private cloud architecture  

purpose-built for legal.
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Play

https://www.alexi.com/platform/private-cloud#video


The Public Cloud Wasn’t Built for Modern AI

AI Changes Everything:  
New Threats, New Stakes

The legal industry has unique needs when it comes to data sensitivity, confidentiality, 

and client expectations. Yet most business-critical AI-enabled software used by firms 

today is built on general-purpose, multi-tenant public cloud environments. 


While modern cloud architecture includes significant innovations, it falls short for legal 

teams charged with safeguarding some of the most sensitive information in the 

professional world. Public cloud infrastructure doesn’t allow firms to build onto it and 

truly own the resulting assets – only private, single-tenant clouds can provide the 

control, customization, and ownership that legal applications demand.


AI represents a new paradigm for legal work. And 

as law firms adopt AI to support research, 

analysis, and decision-making, the data these 

tools interact with becomes more valuable – and 

more vulnerable. 


AI requires broad access to data to function 

effectively, but that same access introduces 

significant liability if not properly controlled. Public 

cloud AI products often co-mingle client work 

product, usage data, and even user prompts 

across customers, blurring boundaries that 

should remain distinct in legal contexts. 


As well, when AI tools are built on public cloud, they 

often introduce additional exposure points from 

vendor dependencies to opaque data pipelines, 

making it difficult to ensure full visibility and control 

over where data resides and how it’s used. 

And as firms begin building AI-driven workflows 

tailored to their specific practice areas, the 

question of ownership becomes critical. If custom 

workflows are built and stored in large vendor, 

multi-tenant environments, then who really owns 

the IP of those workflows?


In a zero-trust environment where security must 

be assumed fragile by default, relying on 

infrastructure you don’t own or fully understand 

means operating with a persistent risk to your 

most valuable data.


Critically, firms that adopt AI early within a secure, 

private infrastructure can create compounding 

advantage. As Alexi has noted, early adoption 

creates proprietary workflows, rich data feedback 

loops, and cultural fluency with AI tools. These 

advantages only deepen over time.
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Clients Are Watching

Private Cloud Is No Longer a Luxury

The shift to private cloud is more than just an internal decision. Clients are increasingly asking 

tough questions about how law firms are protecting their data in the age of AI. Compliance with 

client demands, RFP standards, and industry best practices now requires more than vague 

assurances. It requires infrastructure designed for trust.


Most clients are demanding concrete evidence that law firms have secure infrastructure in 

place and are not relying on generative AI tools built on public cloud platforms. RFPs increasingly 

include detailed questions about AI governance, data segregation, and infrastructure control. 


The message is clear: reputational risk has moved from theoretical to tangible, and for many 

firms, it’s becoming a direct barrier to winning new business.


What was once considered a premium or niche 

solution is now table stakes for serious firms. 

Private cloud empowers law firms to retain full 

control over their data, customize deployments, and 

maintain a defensible security posture. And thanks to 

advances in deployment and vendor collaboration, 

it's never been easier to make the move.

Platforms like Alexi now offer private cloud  

deployment by default – fully isolated environments 

that meet strict compliance requirements. These 

are not hypothetical solutions; they’re live today, 

running inside firms’ own virtual networks.
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Create a chronology that will help me build a reply to the defendants' argument 

that my client’s breach of contract action is barred by the limitation period. 

Overview

In California, the limitation period for construction defects is primarily governed by 

the California Code of Civil Procedure (CCP).  of the CCP sets out a 10-
year statute of limitations for latent construction defects.  of the CCP 

provides a 4-year limitation period for patent construction defects.

Section 337.15
Section 337.1

The California Supreme Court in 

 clarified that the 10-year period under section 
337.15 of the CCP begins from the date of substantial completion of the 

construction project, regardless of when the defect is discovered (at 656).

Lantzy v. Centex Homes, 2 Cal.Rptr.3d 655, 31 
Cal.4th 363, 73 P.3d 517 (Cal. 2003)

Included in this chronology are facts and documents that:

 provide a general overview of the case
 are relevant to the issue of whether the defects are patent defects or latent 

defects; and
 are relevant to the date of discoverability (for any patent defects).

Chronology

A. Pre-Construction Phase

 January 2015 - Contract Execution

Agreed Facts:

 A written contract was signed between GreenTech (Plaintiff) and 

ApexBuild Solutions (Defendant)
 The contract included detailed specifications, timelines, and 

performance standards
 Both parties agreed on a completion date of September 2016.

Disputed Facts:

 Plaintiff argues that the contract included implied warranties that 

were not explicitly mentioned
 Defendant claims that any such warranties were expressly disclaimed 

in the contract terms.

Relevant Documents: 

 Contract: Contract_Agreement_Jan2015.pdf
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B. Construction Phase

 March 2015 - Initial Construction Setup

Activity: Groundbreaking and Initial Setup

Agreed Facts:

 Construction began with site preparation and foundational work
 Defendant provided a comprehensive initial construction schedule 

with detailed milestones.

Disputed Facts:

 Plaintiff claims reliance on Defendant's expertise for appropriate site 

selection and preparation, including addressing any potential 
geotechnical issues

 Defendant asserts that all preparatory work was conducted according 

to industry standards.

Relevant Documents: 

 Initial Construction Schedule: Construction_Schedule_Mar2015.pd

 Geotechnical Survey Report: Geotechnical_Survey_Mar2015.pd
 Site Inspection Report: Site_Inspection_Report_Mar2015.pdf
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 May 2015 - Foundation and Structural Work

Activity: Laying Foundation and Erecting Structural Elements

Agreed Facts:

 Foundation and structural framework were completed according to 

the Defendant's schedule
 Defendant provided assurances that all foundational work was up to 

code.

Disputed Facts:

 Plaintiff argues that crucial structural reinforcements were internally 

embedded within concrete, making visual identification impossible
 Defendant claims that all reinforcements were installed as per design 

and inspected.

Relevant Documents: 

 Engineering Design Documents: Engineering_Design_May2015.pd

 Concrete Pour Records and Logs: Concrete_Log_May2015.do
 Non-Destructive Testing Reports: NDT_Report_May2015.pdf
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 September 2015 - Installation of Infrastructure

Activity: Installation of Plumbing, Electrical, and HVAC Systems

Agreed Facts:

 Systems installed and initially tested without any issues
 Defendant provided documentation confirming successful installation.

Disputed Facts:

 Plaintiff asserts that installations were concealed behind walls, 

undetectable without invasive inspection
 Defendant contends that all systems were correctly installed and 

passed necessary tests.

Relevant Documents: 

 System Installation Diagrams: Installation_Diagrams_Sep2015.pd

 Initial Test Results: Initial_Test_Results_Sep2015.do
 Compliance Certifications: Compliance_Certs_Sep2015.pdf 8
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 January 2016 - Exterior and Interior Finishing

Activity: Exterior Cladding and Interior Finishing

Agreed Facts:

 Finishing work completed, providing a polished appearance
 Defendant submitted a detailed progress report indicating 

completion.

Disputed Facts:

 Plaintiff highlights that critical structural elements were encapsulated 

by finishes, imperceptible without dismantling
 Defendant maintains that finishes were applied only after all 

inspections confirmed compliance.

Relevant Documents: 

 Progress Reports: Progress_Report_Jan2016.pd

 As-Built Plans and Specifications: AsBuilt_Plans_Jan2016.pd
 Correspondence with Interior Design Consultants: Design_ 

Correspondence_Jan2016.doc
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 June 2016 - Final Inspections and Adjustments

Activity: Conducting Final Inspections and Making Necessary Adjustments

Agreed Facts:

 Final inspections were conducted with no major issues reported
 Defendant provided a completion certificate post-inspection.

Disputed Facts:

 Plaintiff argues that inspections focused on visible and surface-level 

compliance, missing deeper-seated structural flaws
 Defendant asserts all necessary inspections were thorough and 

complete.

Relevant Documents: 

 Final Inspection Reports: Final_Inspections_Jun2016.pd

 Punch List Documentation: Punch_List_Doc_Jun2016.pd
 Inspector Statements: Inspector_Statements_Jun2016.doc
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 August 2016 - Project Completion and Handover

Activity: Completion of Construction and Handover to Plaintiff

Agreed Facts:

 Project was handed over with a Certificate of Completion
 Plaintiff made the final payment after receiving assurances of 

compliance with all contractual obligations.

Disputed Facts:

 Plaintiff contends that latent defects, concealed by design and 

construction methods, were impossible to detect without invasive 
inspection or manifesting over time

 Defendant asserts the project was completed to the agreed 

specifications, with no known defects.

Relevant Documents: 

 Certificate of Completion: Completion_Certificate_Aug2016.pd

 Final Payment Confirmation: Final_Payment_Aug2016.pdf
17
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C. Discovery Phase

 June 2020 - Initial Signs of Defect

Agreed Facts:

 Plaintiff noticed minor issues such as cracks and water leakage
 Plaintiff commissioned an independent inspection report.

Disputed Facts:

 Plaintiff alleges that the initial inspection was inconclusive due to the 

hidden nature of the defects
 Defendant contends that the inspection report should have prompted 

further investigation by the Plaintiff, revealing the defects earlier.

Relevant Documents: 

 Independent Inspection Report: Independent_Inspection_Report_Jun 

2020.pd
 Plaintiff's Defect Observation Log: Defect_Observation_Log_Jun


      2020.do

 Communication with Inspection Firm: Inspection_Communication_ 
Jun2020.doc
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 August 2022 - Major Discovery of Defect

Agreed Facts:

 Plaintiff discovered significant structural issues
 Plaintiff hired a structural engineer who confirmed the existence of 

defects.

Disputed Facts:

 Plaintiff maintains that these defects were latent and only 

discoverable upon the August 2022 inspection
 Defendant argues that these issues were present and discoverable at 

the time of project completion in 2016.

Relevant Documents: 

 Structural Engineer's Report: Structural_Engineer_Report_Aug


      2022.pd
 Plaintiff's Detailed Defect Assessment: Defect_Assessment_Aug 

2022.doc
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D. Litigation Phase

 October 2022 - Commencement of Suit

Agreed Facts:

 Plaintiff filed a lawsuit in California Superior Court for breach of 

contract and negligence
 Plaintiff seeks damages for repair costs and loss of use.

Disputed Facts:

 Plaintiff asserts that the statute of limitations is 10 years as the defects 

are latent
 Defendant insists the statute of limitations is 4 years as the defects are 

patent and should have been discovered with reasonable diligence 

during the construction phase. Defendant argues that the limitation 
period commenced in 2015 or  2016 and has expired.

Relevant Documents: 

 Statement of Claim: SOC_GreenTech_v_ApexBuild_2022.pdf 24

 December 2022 - Defendant's Motion to Dismiss

Agreed Facts:

 Defendant filed a motion to dismiss based on the statute of 

limitations.

Disputed Facts:

 The parties dispute when the defects were or should have been 

discovered, impacting the applicability of the statute of limitations.

Relevant Documents: 

 Defendant’s Motion to Dismiss: Motion_to_Dismiss_Dec2022.pdf 25

If you’d like more details for any part of this chronology, just ask!

Sources

 Contract_Agreement_Jan2015.pdf

 Construction_Schedule_Mar2015.pdf

 Geotechnical_Survey_Mar2015.pdf

 Site_Inspection_Report_Mar2015.pdf

 Engineering_Design_May2015.pdf

 Concrete_Log_May2015.doc

 NDT_Report_May2015.pdf

 Installation_Diagrams_Sep2015.pdf

 Initial_Test_Results_Sep2015.doc

10. Compliance_Certs_Sep2015.pdf

11. Progress_Report_Jan2016.pdf

12. AsBuilt_Plans_Jan2016.pdf

13. Design_Correspondence_Jan2016.doc

14. Final_Inspections_Jun2016.pdf

15. Punch_List_Doc_Jun2016.pdf

16. Inspector_Statements_Jun2016.doc

17. Completion_Certificate_Aug2016.pdf

18. Final_Payment_Aug2016.pdf

19. Independent_Inspection_Report_Jun2020.pdf

20. Defect_Observation_Log_Jun2020.doc

21. Inspection_Communication_Jun2020.doc

22.  Structural_Engineer_Report_Aug2022.pdf

23. Defect_Assessment_Aug2022.doc

24. SOC_GreenTech_v_ApexBuild_2022.pdf

25. Motion_to_Dismiss_Dec2022.pdf

Start typing here...

Private Cloud

Havenbridge Legal Group

Client Data

Intellectual PropertyConfidential Information

Spoofing

Data Breach

Pinnacle Law LLP Noblecrest Advisory Veradant Law

Client Data

Intellectual Property

Data Breach

Confidential Information

DDoS

Public CloudPublic Cloud

Specter 



It’s Not Just About Security.  
It’s About Strategic Ownership


Owning the infrastructure behind your AI stack means you get to shape how legal 
intelligence is built, protected, and delivered. This is a chance to differentiate – 
strengthening your position in the market while building infrastructure that aligns with 
your long-term strategy. It’s about turning your AI capabilities into capital assets: 
building proprietary workflows, protecting firm-specific knowledge, and creating 
systems that reflect your unique approach to legal practice. In doing so, you position 
your firm as leaders in the future of legal AI.


Critically, the benefits of this ownership compound over time. Each AI-powered workflow 
you develop or model you fine-tune doesn’t just solve an immediate problem – it lays 
the foundation for continuous improvement. The more your firm uses and refines its AI 
systems, the more effective and specialized they become. 


Proprietary data accumulates, creating a defensible moat, while workflows evolve through 
trial and iteration. Your team gains fluency in working with AI, turning early adoption into 
lasting advantage


This is institutional transformation, and the sooner it begins, the wider the gap becomes 
– between firms that are compounding strategic advantage through ownership and 
learning, and those still catching up with tools they don’t control.
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What You Can Do Now

 Audit Your Current Stack 

Conduct a full review of all legal applications 

and AI tools used across the firm. Identify 

where each system is hosted and who has 

control over the underlying data.

 Engage Your Vendors 

Ask each legal tech provider a simple but 

critical question: Can this run in my environment? 

Ensure your partners are equipped to support 

private cloud deployment.

 Initiate Internal Dialogue 

Bring together IT, risk, and firm leadership to 

assess private deployment options. Align on 

security priorities, compliance obligations, and 

long-term infrastructure goals

 Elevate the Decision 

Treat this as a strategic, board-level issue. The 

move to private infrastructure impacts more 

than IT – it’s central to business continuity, 

client trust, and competitive positioning.

The shift away from public cloud requires decisive leadership across IT, risk, and practice management. 

Fortunately, firms can begin that journey today without disrupting core operations. Here are four 

concrete steps to get started.



Conclusion
The Shift Is Inevitable. Be the First, Not the Last.


The firms who move first to secure, private, AI-ready cloud 

deployments will gain the trust of the market, unlock long-term 

strategic value, and avoid the compliance disasters looming for  

those clinging to legacy infrastructure.


The death of the public cloud in legal tech is not a prediction.  
It’s a call to action.
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To learn how firms like yours are making the shift with our IT Change 

Management Program, request a strategic consultation with our team. 

Qualified firms can access up to $100K in credits to support a seamless 

move to private cloud. 




Check if you qualify

https://www.alexi.com/it-change-management

